
RESOLUTION NO. 510 

RESOLUTION APPROVING A COMPUTER BASED SYSTEMS 

POLICY AND DISASTER RECOVERY PLAN FOR FINANCIAL 

CONTINUITY 

WHEREAS, city staff has prepared the attached Computer Based Systems Policy 
and Disaster Recovery Plan for Financial Continuity as requested by the State of Iowa's 
Auditor's Office. 

NOW, THEREFORE, BE IT RESOLVED, by the City Council of the City of 
Harpers Ferry, Iowa, the attached Computer Based Systems Policy and Disaster Recovery 
Plan for Financial Continuity is hereby adopted. 

BE IT FURTHER RESOLVED, by the Harpers Ferry City Council of the City of 
Harpers Ferry, Iowa, that the Mayor and City Clerk/Treasurer are hereby authorized and 
directed to execute said resolution. 

Passed and approved this 11 day of¥' 2024.

�yo,4�

ATTEST: 

Kelli Melcher, City Clerk/Treasurer 
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PASSWORD & WI-FI SECURITY 

City of Harpers Ferry takes reasonable steps to protect users from unauthorized entry into 
accounts or files, whether by other users or by system administrators, except in instances where a 
system-related problem requires such entry. 

A limited number of authorized personnel must occasionally monitor information on the 
computer systems to maintain in the integrity of the systems. This access is required for reasons 
that include, but are not limited to, trouble-shooting hardware and software problems; preventing 
unauthorized access and system misuse; providing for the overall efficiency and integrity of the 
systems; protecting the rights and property of the City of Harpers Ferry; ensuring compliance 
with software and copyright, distribution, and complying with legal and regulatory requests for 
information. 

PASSWORD SECURITY: 

When additional users will be using a computer or software, they will be assigned a password of 
their own. Passwords are not to be shared. Confidentiality is a requirement. All passwords will 
be changed when employment is terminated. 

• Passwords need to be eight (8) characters in length.
• Passwords should include alphanumeric, special charger, and upper/lower case letters.
• Passwords should be changed every 180 days (6 months).
• Passwords should be kept safe and secure.
• Passwords must be used on all computers and/or mobile equipment supplied by the City

of Harpers Ferry.

WI-FI SECURITY: 

Wireless W-Fi is provided by the internet provider, AcenTek. 

• Passwords shall be restricted to uses related to City of Harpers Ferry business.
• To change passwords, contact the internet provider to reset.

Router is supplied by the internet agency providing service to City of Harpers Ferry. 
• Current provider, AcenTek: If they notice unfamiliar activity generating from firmware

AcenTek will lock it down.
• Call AcenTek internet provide to reset the network.
• Service Set Identifier (SSIS) is set by the internet provider and/or City of Harpers Ferry.

The City may, at its discretion, provide a "guest" network connection with limited network 
connectivity. 
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Qualified city staff may undertake any of the preventative actions above, subject to user 
agreements with the internet provider. 

Running Anti-Virus Programs: 

The city's IT support, Decorah Tech, shall scan for viruses and malware and check for updates 
regularly. 

Disaster Recovery Plan: 

EMERGENCY CONTACTS 

Emergency Response 
Mayor Jerry Valley 
Fire Chief Dave Cota 
Allamakee County EMA 
Clerk's Office: 
City Clerk/Treasurer Kelli Melcher 
Assistant City Clerk Shelby Schwartz 
Harpers Ferry Public Library: 
Library Director Jody Delaney 
Maintenance Department: 
Public Works Supervisor Paul Deason 
Water/Sanitary Sewer Supervisor Jason Sullivan 
Mike Whalen 
Council Members: 
Daren Kaeppel 
Kenny Barta 
Alan Garin 
Tom Diggins 
Russ Walker 

Allamakee Clayton REC 
AcenTek 
Decorah Tech- Ahmed 

QuickBooks 
ClerkBooks 

Purpose: 

911 

563-586-2777
563-586-2834
563-568-4233

563-586-2777
563-586-2777

563-586-2524

563-319-1319
563-880-4472
563-880-6645

563-422-1285
319-329-4733
563-3 80-6050
319-329-0841
608-415-2117

563-864-761 l
507-896-3192
563-387-7757

855-525-3757

This plan is developed to help staff ensure financial continuity by ensuring a working computer 
system for the City of Harpers Ferry. 
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Back-ups: 

Daily back-ups are completed automatically by the computer system. Backups are held on three 
separate hard drives on the City of Harpers Ferry server located at Harpers Ferry City Hall and in 
the cloud through I-Drive Backup. A daily confirmation is sent to show the status of the backup. 

Alternate Locations: 

If City Hall were destroyed, staff could set up the computer system at City Clerk's home, 224 S 
3 rd Street. If any of the other locations were destroyed they can set up the computer system at 
city hall. The City of Harpers Ferry owns 6 laptop computers designated to the Mayor and 
Council Members, and 2 Microsoft Surface Pros which could be used at any location. No 
agreements are needed since all of these locations are owned by the City of Harpers Ferry. All 
staff have personal smart cell phones for communication and internet connection. 

AcenTek: 

AcenTek provides phone service, the phone equipment, and internet service to city hall. They 
also provide internet service to the library but the library has their own computer systems in 
place. 

Steps for Recovery of Operating Systems: 

The first step for recovery of computer operating systems at city hall is a call to Decorah Tech. 
This would be for simple problems like something not printing properly, virus infections, needed 
updates, to complete destruction of all equipment. They have personnel with the expertise to 
restore the operating system and to contact any other vendors needed for equipment or software 
restoration. Decorah Tech has records of our user documentation. Our procedures manuals are 
electronic and saved on our server as well as off site in our cloud backup. 

In the event of building destruction, the first priority is to ensure emergency response is 
contacted and staff is safe. 
After that, staff can assist to recover assets from the building, when the site is deemed safe. 
Staff will assist Decorah Tech to set up operations at an alternative location. 
In the event of a major disaster, these additional steps are needed: 
Elected Officials will be notified. The Mayor is the City's public information officer. 
City Hall staff will assist to get information to the residents. This will be using Facebook, City's 
website, and the media. 

Policy Review: 

This policy shall be updated when changes in staff, vendors, equipment, or software are made. 
City Council action is not required for these types of updates. City Council action is required for 
other types of changes to this policy. Staff shall at least annually review this policy, do a table 
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top review test of this plan, and make any changes needed. A copy of this policy shall be kept 
off site. 

Inventory of Equipment at Harpers Ferry City Hall: 

City Hall Staff -

• 1 laptop computers
• 2 Microsoft Surface Pros
• 4 monitors
• 1 color printer/scanner/fax machine
• 1 black and white printer/scanner
• 1 multi-line phone
• 1 security system computer
• 1 calculator
• 1 timecard punch clock

Mayor's Desk-
• 1 multi-line phone

Server Room -
• 1 server computer with 3 different bard drives
• 1 monitor

City Council -
• 5 laptops

Inventory of Software at City Hall: 

• Windows l O Pro
• QuickBooks and ClerkBooks - General Ledger, Payroll, Accounts Payable, Receipt

Management, Bank Reconciliation, Utility Billing, Remote Meter Reading, and
Computer Administrator

• Adobe - document management

Inventory of Equipment at the Maintenance Shop: 

• 1 security system computer

Approved on
�

• 2024 by Resolution..5..lJ)
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